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ISST Charter

e detect, investigate, disrupt and prosecute
organised and serious identity related
crime within the Commonwealth and State
jurisdictions; and

e disseminate information, intelligence and
expertise to relevant agencies for the
purpose of investigation and relevant
administrative and legislative reform.
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Scale of the Problem

An evaluation of the nature, cost and
extent of ldentity Fraud alone in Aust In
2003 was conservatively put at $1.2
Billion.

(but it was more likely to be double that)

And what Is the real ‘cost’ to the
VICTIM?

Cuganesan and Lacey 2003, SIRCA Research
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AFP responses to ID Crime

* Recognise ID Crime as a specific
crime type

e Formation of ID Crime Task Force
In Sydney

e EXpansion into other States with
new ID Security Strike Teams
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INDONESIAN ORGANISED
IDENTITY CRIME

Case Study




Alex RUSLI, 10 June 1971
Indonesian National
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Alex RUSLI
140ct1997 - Arrived Sydney
26Jan2000 - Depart Sydney

Edwin WIDJAJA
12May2000 - Arrived Sydney
16Dec2001 - Depart Sydney

Irwan IRWAN
18Feb2002 - Arrived Sydney
14Jan2003 - Depart Sydney

Edwin Sanjaya JO
26Feb2003 - Arrived Sydney
18Jan2004 - Depart Sydney
06Feb2004 - Arrived Sydney
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3 Search Warrants — August 2005

«12 passports (foreign and Australian)
*4]1 False Medicare cards

«29 False NSW drivers licences

16 blank Australian visa labels

4 Australian immigration arrival and
departure stamps

epassport sized photographs

scomputer templates of blank bio-data pages
for Australian and foreign passports
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This IS our ‘crime scene’
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Organisation Structure of Indonesian Syndicates
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A Fork In the Road
“Crime follows opportunity”

Emerging Technologies i
Future Threats “

.- rpeepp—p—




.- rpp———



.- rpp———



.- rpeepp—p—



.- rpeepp—p—



IDENTITY CRIME TRENDS

 Serious Organised Crime Involvement

e Insider information gives them the advantage
« Offshore Manufacturing of POl Documents

* Predominately for Financial Gain

* Proceeds of Crime Moved Offshore

* High Level Technical Skill and Capability

* High Quality Counterfeits — sometimes real.

.- rpp———



Dominance of forged and altered

documents, over fraudulently obtained

documents.

*Genuine Banking Cards as Secondary

POI

ATM Fraud (old Eastern Bloc Syndicates)

*Rapid adaptation by criminal syndicates
to change or law enforcement activity.

s|nvestigations require Mid to Long
Targeting
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Smart Cards

Potential risks:

*An inability to identify the parties
Involved In any transaction.

*The level of transaction transparency.

*The use of higher levels of encryption,
which may impede investigation.

*The lack of an adequate audit trail and
external record keeping by the
technology provider
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E-Money
E-money Is on-line currency that can be

exchanged between two parties without the

need for a third party to complete the
transaction. The other issue Is that there Is

very few controls on WHO is doing it...
..... hence the need for strong internal audit

trails.

.- P e———



The future?

*For penalties in the US there Is a
provision under Federal Law for a person
to receive a greater sentence If they have
more than 6, 25, or 99 false instruments.
The AFP is moving in the same direction.

«Similar to the difference in a drug
Importer/wholesaler/dealer/user.
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*Crooks use of technology — mobile
phones with digital cameras

*Any attack on your IT may result in not
just the loss of one name, but thousands
of ldentities, including your customers,
staff, contacts and other stakeholders.

Media exposure will have major impacts
upon your reputation — What then may be

‘the cost’?
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Any guestions?




