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Today?

• What ’s happening?

• Anecdot al obser vat ion
– A model of misbehavior?

• Technology and enf or cement
– Challenges
– Operational risk factors

• Response
– Solutions
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Latest  I nternet  Stats
• 5 Million Oz I nt er net  Subscr iber s

• I ncr ease of  513,000 in 1 yr

• 98% new = household subscr iber s

• Br oadband user s have shr unk

• Less dat a being downloaded?

• Dial-up incr eased by 470,000 in 1 yr

• I SPs down t o 554

• POPs down 14% t o 1,687

Internet Activity Report.  Australian Bureau of Statistics.
1st September 2003



ASIC

I llegal I nvest ment  SchemesI llegal I nvest ment  Schemes

St ock Mar ket  Manipulat ion St ock Mar ket  Manipulat ion 

Unlicensed AdviceUnlicensed Advice

False & Misleading St at ement sFalse & Misleading St at ement s

Shar e Hawking Shar e Hawking 
Fr audulent  ScamsFr audulent  Scams

Exot ic SchemesExot ic Schemes

Lack of  Disclosur eLack of  Disclosur e

ASI C Concerns
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New Scams?

• Going “phishing”?

• Duplicat e web sit es

• ?

• ?
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Anecdotal observat ion

• Empower ed user

• Ent r epr eneur

• Cr iminal r ecidivist

Illegal fundraising:  3 types of people
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Lif e cycle of  a f raudster?

Empowered
Technology User

Fund raiser

Successful fund
raiser

Entrepreneur High roller
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& hungry

Criminal
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Complaint
generator

Regulatory
target

Defendant

 Reactive
• Many victims
• Higher losses

 Proactive
• Few victims
• Lower losses
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Challenges posed by
technology

• The borderless & Global nature

• Af f ordability & Accessibilit y

• Anonymity

• Speed,  I mmediacy & Volume

• Lack of  collateral inf ormat ion
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Operat ional Risk Factors

• Public owned inf r ast r uct ur e

• I nt egr it y of  public r egist er s

• Reliance on ot her s t o keep r ecor ds

• Access t o t echnical exper t ise
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Law Enf orcement  Response
• Envir onment  Har dening

– Consumer awareness raising & education
– The adoption of risk management strategies
– The development of  ICT security response
– IT Sec Skills development
– Use of Digital Authentication

• Bolst er ing Capabilit ies
– Updating powers
– Skills development
– International agreements
– Improving intelligence
– Developing new Tools
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Developing new tools

• I nt er net  Media Monit or ing
“The total amount of public material to be scanned for such
targeted monitoring amounts to some 50 or so Gigabytes per day
worldwide.  “

RGEC Report - Research and Technical Advice 
Volume 3 - Dec 1999
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ASI C Surf  days

• 20 people

• ‘Sur f ing’ f or  4 hr s each

• 1000+ web pages viewed

• 100 suspect  pages

• 10 possible cont r avent ions

• 2 likely enf or cement  out comes



ASIC

• I nt er net  Document  Classif icat ion
Syst em

– $1M Research Budget
– Linguists identify distinctive features
– Machine learning strategies for deep analysis
– Named entity recognition
– Web Spider (24/7)

• Par t ner s
– CMCRC; ASIC; Sydney Uni; Macquarie Uni
– Project Director, Prof Jon Patrick

• I nt er im r esult s: Oct ober  2003
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Quest ions?


